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Personal 
Introduction

• David Dyck

• “Vulnerability Management Program 
Manager” at Security Resource Group
• AKA Vulnerability 

Management/Pentest/Red Team 
lead

• U of M B.Sc (Hons.) in Computer Science 
and Linguistics, with a minor in German

• CTF Player

• david@ddyck.ca



Topic 
Introduction

Three Main Components: 
Link-Local 
Addressing 
(AKA APIPA)

multicast DNS 
(mDNS)

DNS Service 
Discovery 
(DNS-SD)

Zeroconf – Quick and “zero-
configuration” advertisement 

and discovery of services



Who Cares? 

Used for Spotify Connect, Chromecast, AirPlay, IOT and More

https://icon-icons.com/icon/chromecast-logo/247364

https://commons.wikimedia.org/wiki/File:Spotify_1.png
https://creativecommons.org/licenses/by-sa/4.0/

https://icon-icons.com/icon/airplay/176732
https://creativecommons.org/licenses/by/4.0/



Technology Overview

Link-Local Addressing, mDNS, and DNS-SD



Technology Overview – 
Link-Local Addressing

• IP Address Acquisition without DHCP or manual 
configuration

• 169.254.0.0/16

• Process:
1. Choose a random address within 

169.254.0.0/16
2. Send an ARP probe (or equivalent) for the 

chosen address. If another machine replies 
claiming to be using that address, or the 
machine sees identical probes from a 
different machine, go back to (1).

3. Announce the claimed IP via ARP

RFC3927



Technology Overview – 
mDNS

• DNS, but served over multicast by multiple 
hosts (224.0.0.251)

• .local TLD , as well as the reverse lookup 
zone for 169.254.0.0/16 (254.169.in-
addr.arpa)

RFC6762



mDNS Request 1



mDNS Multicast Response



mDNS Unicast Response



Technology Overview – DNS-SD

• Naming convention and usage protocol for DNS / mDNS to provide a standard way of 
advertising and discovering services

• This standard isn’t always followed, but the concept often is

RFC6763



DNS-SD Anatomy

<instance>.<service>.<domain>
Instance : The name of a particular instance

Service : Two parts, the service name as defined by IANA and then the protocol, TCP if TCP and UDP otherwise, both prefixed with 
an underscore

Domain : As many parts as needed to define the domain in which this service lies



DNS-SD Anatomy

Instance : The name of a particular instance

Service : Two parts, the service name as defined by IANA and then the protocol, TCP if TCP and UDP otherwise, both prefixed with 
an underscore

Domain : As many parts as needed to define the domain in which this service lies

"Davids Cool Minecraft Server.<service>.<domain>"



DNS-SD Anatomy

Instance : The name of a particular instance

Service : Two parts, the service name as defined by IANA and then the protocol, TCP if TCP and UDP otherwise, both prefixed with 
an underscore

Domain : As many parts as needed to define the domain in which this service lies

"Davids Cool Minecraft Server._minecraft._tcp.<domain>"



DNS-SD Anatomy

Instance : The name of a particular instance

Service : Two parts, the service name as defined by IANA and then the protocol, TCP if TCP and UDP otherwise, both prefixed with 
an underscore

Domain : As many parts as needed to define the domain in which this service lies

"Davids Cool Minecraft Server._minecraft._tcp.local"



DNS-SD Example



Basic Abuses of these 
Systems

Link-Local Addressing, mDNS, and DNS-SD



Address Acquisition Denial (Link-Local 
Addressing)

When victim tries to 
acquire IP and sends 

probe to see if it’s 
taken, respond that we 

have it, continuously

For extra spice, target 
it at specific MAC



Address Acquisition Denial Demo





IP Takeover (Link-Local Addressing)

Conflict resolution in 
link-local addressing 

Can abuse this to kick 
someone off an IP

MS implementation is 
not RFC-compliant 
and is therefore not 

vulnerable



IP Takeover (Link-Local Addressing) Demo



Service Cloning (mDNS and DNS-SD)

• Take someone else’s info from mDNS and advertise the same service 



Options for Service 
Takeover

1. Combine IP takeover with service 
cloning

2. Just do service cloning and hope they 
hit your service

3. Do service cloning but change weights 
and priorities

4. Do (2) or (3) but MITM instead of full 
take over



Mitigations and Detection

Detection: 
Link-Local Addressing Abuses – Very loud and 

easy to detect

Mitigation: 
ARP Protection or avoiding LL addressing

Use regular DNS, and always authenticate 
services in some way

mDNS monitoring of some form



Wrap-Up

KEY TAKEAWAYS THANKS FOR COMING QUESTIONS? 
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